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 Committee of Ministers Recommendation on the roles and responsibilities of
internet intermediaries - CM/Rec (2018)2

 Committee of Ministers Declaration on manipulative capabilities of algorithmic
processes - 13 February 2019

 Committee of Ministers Recommendation on the human rights impacts of
algorithmic systems - CM/Rec (2020)1

 Committee of Experts on Freedom of Expression and Digital Technologies (MSI-DIG): 

 a draft Recommendation on the impacts of digital technologies on freedom of
expression

 a Guidance Note regarding best practices towards effective legal and procedural
frameworks for self-regulatory and co-regulatory mechanisms of content moderation

 Committee of Experts on Combating Hate Speech (ADI/MSI-DIS)

 draft recommendation on a comprehensive approach to addressing hate speech,
including in the context of an online environment

Council of Europe standard-setting work in the field of platform regulation

https://www.coe.int/en/web/freedom-expression/committee-of-ministers-adopted-texts/-/asset_publisher/aDXmrol0vvsU/content/recommendation-cm-rec-2018-2-of-the-committee-of-ministers-to-member-states-on-the-roles-and-responsibilities-of-internet-intermediaries?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Ffreedom-expression%2Fcommittee-of-ministers-adopted-texts%3Fp_p_id%3D101_INSTANCE_aDXmrol0vvsU%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-1%26p_p_col_pos%3D1%26p_p_col_count%3D3
https://www.coe.int/en/web/freedom-expression/committee-of-ministers-adopted-texts/-/asset_publisher/C10Tb8ZfKDoJ/content/declaration-by-the-committee-of-ministers-on-the-manipulative-capabilities-of-algorithmic-processes-adopted-by-the-committee-of-ministers-on-13-februa?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Ffreedom-expression%2Fcommittee-of-ministers-adopted-texts%3Fp_p_id%3D101_INSTANCE_C10Tb8ZfKDoJ%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-1%26p_p_col_pos%3D2%26p_p_col_count%3D3
https://www.coe.int/en/web/freedom-expression/committee-of-ministers-adopted-texts/-/asset_publisher/aDXmrol0vvsU/content/recommendation-cm-rec-2020-1-of-the-committee-of-ministers-to-member-states-on-the-human-rights-impacts-of-algorithmic-systems?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Ffreedom-expression%2Fcommittee-of-ministers-adopted-texts%3Fp_p_id%3D101_INSTANCE_aDXmrol0vvsU%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-1%26p_p_col_pos%3D1%26p_p_col_count%3D3
https://www.coe.int/en/web/freedom-expression/msi-dig
https://www.coe.int/en/web/committee-on-combatting-hate-speech/home
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Internet intermediaries
(search engines, social media, 

microblogging services, audio-visual 
services, etc.) 

• common stakeholders or
major players?

• enablers or disruptors?

• tech platforms or
publishers?

I. MEET THE GAME-CHANGERS
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The proliferation of devices and 

new technology - data-driven 

algorithms powered by AI 

and the advent of digital platforms

have fundamentally transformed

the media and information 

environment

resulting in profound impacts on 

the exercise and enjoyment of 

human rights and freedoms



 Impacts at individual level

communication patterns and behaviors have changed

enhanced access and opportunities for expression

content moderation, often by algorithmic systems – risk of interference
with freedom of expression and other human rights, lack of
transparency, accountability and effective remedies

 Impacts at the level of media and the newsroom

 digital tools support research, production and distribution of content

 data exploitation practices used for content distribution

digital platforms (due to unequal access to technology, skills and data)
drain traditional media’ revenues - structural shift within media
markets, undermined conditions for quality journalism



Impacts at a broader societal level

opportunities for a more interactive

and user-oriented online environment

manipulation of opinions and choices

rise in online hate

 fragmentation of communication spaces

 information disorder

 declining trust in the media and in

democratic institutions and processes



INTERNET INTERMEDIARIES

 perform intermediary functions 
(connect users to the internet, 
enable information processing, 
host web-based services)

 perform content moderation and 
curation, including through 
automated techniques, on the 
basis of terms of service and 
internal policies

 are required to identify and 
remove (allegedly) illegal content

7

INTERNET USERS

 use online 
services to 
perform their 
daily activities

 create, seek, 
share information 
/ content

http://www.coe.int/web/freedom-expression/internet-intermediaries


Reason for concern:

balancing of fundamental rights 
against other fundamental rights 

or legitimate interests / goals
= untypical function for internet intermediaries

This function typically belongs to states and must be performed in compliance
with the following criteria established in the ECtHR case-law on Article 10:

• interference based on law (lawfulness + predictability);
• legitimate aim for interference;
• interference necessary in a democratic society (proportionality);
• safeguards + effective remedies available.

The case of content moderation



MAIN OBLIGATIONS OF MEMBERS STATES

01

02

Negative obligation to refrain from violating human 
rights

 put in place a sufficiently developed legal framework;
 prevent, investigate, punish and redress abuse BY 

private actors;
 take other appropriate measures.

Positive obligation to protect human rights and 
to create an enabling environment:

The Convention for the Protection of Human Rights and
Fundamental Freedoms applies both offline and online



II. REGULATION: THE STATE OF PLAY
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 “Delete, delete, delete; quicker, quicker, quicker…”
The main focus of regulation remains with content moderation.

 Quality of law and lack of harmonisation
Existing regulation often does not sufficiently cover procedures for content
moderation and does not provide effective remedies in case of abuse. Little
agreement on what is (il-)legal exists in Europe and across the globe.

 What happens in practice?
Informal co-operation agreements with public authorities on content removal , 
validity of deletion requests assessed by private actors, lack of transparency and 
human rights safeguards.



Causes or consequences?

The root cause – the business model based on data exploitation and opaque
algorithmic processes - remains unaddressed. Existing regulation therefore
shows little result. Clear and effective transparency requirements are needed.

Reliance on self-regulation

‘Self-regulation’ by businesses is different from self-regulation by traditional
media actors. Reliance on it leads to fragmentation and lack of human rights
guarantees.

 What about co-regulation?

Co-regulation holds important potential for transparency and accountability. 
Yet, to date it has not established itself as a distinct and coherent approach.

Do states acknowledge their role? 

Regulation must duly encompass the overall impact on the media and
information environment (e.g., facilitate the recovery of the media ecosystem).



Human rights and business: back to the basics

Convention for the Protection of Human Rights and Fundamental Freedoms;

Case law of the European Court of Human Rights;

UN “Guiding Principles on Business and Human Rights: Implementing the UN 
‘Protect, Respect and Remedy’ Framework” (2011);

Committee of Ministers’ Recommendation CM/Rec(2016)3 on human rights 
and business 

• corporate responsibility to respect human rights;

• duty of care (as persons carrying out a professional activity):

 proceed with a high degree of caution when pursuing their
occupation;

 take special care in assessing the risks that such activity entails;

 assess possible impact on human rights;

 put in place safeguards and effective remedies.



Need to re-establishing a human rights-
based and rule of law-based approach

• internet must not be a lawless space
• human rights must be equally guaranteed 

and protected online and offline
• obligations / responsibilities of all 

stakeholders must be clearly established 
and strictly observed

• safeguards and effective remedies must be 
in place

• function-based approach to platform 
responsibility

CM Recommendation 
(2018)2 on the roles and 

responsibilities of 
internet intermediaries

III. WHAT TO REGULATE? HOW TO REGULATE?



Draft Guidance Note on best practices for content moderation

• providing context and background, problem identification

• content moderation includes acts of curation and amplification/de-amplification
(beyond removal) and extends to privacy challenges

• the role of human oversight over automated processes

• alternative modes of content moderation, e.g. from the professional media sphere

Draft recommendation on the impacts of digital technologies on freedom of
expression

• main regulatory principles, purpose and reach of regulation

• further differentiating the roles and responsibilities of state and non-states actors

• rights and responsibilities stemming from the use of digital technologies

• design features of digital technologies

• empowerment of users

• transparency and accountability requirements as key components

• multi-stakeholder approach

Committee of Experts on Freedom of Expression and Digital Technologies



Draft recommendation on a comprehensive approach to addressing hate 
speech, including in the context of an online environment 

• focus on building functioning societies and tackling hate speech at its roots

• types of solutions depending on the degree in gravity (e.g., extremist speech
v. minor harassment) and legality/illegality (civil/social v. criminal sanctions)

• prosecutorial aspects (standards for effective prosecution, better law
enforcement channels, under-reporting v. trust in the institutional process)

• building cooperation between different actors

• education and prevention strategies, addressing unconscious bias discourse

• data protection mechanism as an essential part of the discussion on content
moderation

• the positive obligations of states in combating hate speech

Committee of Experts on Combating Hate Speech 



Thank you for your attention !

www.coe.int/freedomofexpression
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